
EFFECTIVE DATE

(07-01-2019)

PURPOSE

(1) This transmits revised IRM 10.8.40, Information Technology (IT) Security - Wireless Security Policy.

MATERIAL CHANGES

(1) IRM 10.8.40 is obsolete. This obsoletes all versions of IRM 10.8.40.

(2) All controls from this IRM are obsolete. The following controls that remain effective have been
merged into IRM 10.8.26 Information Technology (IT) Security - Government Furnished and
Personally Owned Mobile Device Security Policy and IRM 10.8.55 Information Technology (IT)
Security - Network Security Policy, or are already addressed in another IRM (and are still there) as
specified.

(3) 10.8.40.2.1(1) Senior Management/Executives: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.2.1.

(4) 10.8.40.2.1.1(1) Computer Security Incident Response Center (CSIRC): The material related to this
section is obsolete as information has been incorporated into IRM 10.8.55.2.2.

(5) 10.8.40.2.1.2(1) User and Network Services (UNS): The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.2.3.

(6) 10.8.40.3.1 Access Control: The material related to this section is obsolete as information has been
incorporated into IRM 10.8.26.3.1.2, 10.8.26.3.1.3, 10.8.26.3.1.4.

(7) 10.8.40.3.2 Security Awareness and Training: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.4.

(8) 10.8.40.3.3(2) Audit and Accountability Policy and Procedures: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.55.3.2.1.

(9) 10.8.40.3.4(2) Security Assessment and Authorization: The material related to this section is obsolete
as information has been incorporated into IRM 10.8.26.3.1.4.

(10) 10.8.40.3.5(1) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.5.1.

(11) 10.8.40.3.5(2)(a) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.4.1 and 10.8.26.3.5.1.

(12) 10.8.40.3.5(3) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.4.1.

(13) 10.8.40.3.5(4) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.4.1.

(14) 10.8.40.3.5(5) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.4.1.

MANUAL
TRANSMITTAL 10.8.40

Department of the Treasury

Internal Revenue Service
JULY 1, 2019

Cat. No. 50854M (07-01-2019) Internal Revenue Manual 10.8.40



(15) 10.8.40.3.5(6) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.4.1.

(16) 10.8.40.3.5(7) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.17.1.

(17) 10.8.40.3.5(8) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.5.1.

(18) 10.8.40.3.5(10) Configuration Management: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3..1.3.

(19) 10.8.40.3.6(2) Identification and Authentication: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.5.4.

(20) 10.8.40.3.6(3) Identification and Authentication: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.7.1 for devices, and IRM 10.8.55.3.5.4 for
networks.

(21) 10.8.40.3.6(4)(a) Identification and Authentication: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.7.1.

(22) 10.8.40.3.6(5) Identification and Authentication: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.55.3.5.4.

(23) 10.8.40.3.8(1) Maintenance: The material related to this section is obsolete as information has been
incorporated into IRM 10.8.55.3.4.3.

(24) 10.8.40.3.8(2) Maintenance: The material related to this section is obsolete as information has been
incorporated into IRM 10.8.55.3.4.3.

(25) 10.8.40.3.10(1) Physical and Environmental Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.26.3.11.

(26) 10.8.40.3.10(2) Physical and Environmental Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.26.3.11.1.

(27) 10.8.40.3.10(3) Physical and Environmental Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.26.3.1.5 and 10.8.55.3.1.12.

(28) 10.8.40.3.10(4) Physical and Environmental Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.55.3.7.1.

(29) 10.8.40.3.11(1) Planning: The material related to this section is obsolete as information has been
incorporated into IRM 10.8.26.3.1.5.

(30) 10.8.40.3.11.1 System Security Planning: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.4.1.

(31) 10.8.40.3.12(5) Risk Assessment: The material related to this section is obsolete as information has
been incorporated into IRM 10.8.55.3.8.1.

(32) 10.8.40.3.12(6) Risk Assessment: The material related to this section is obsolete as information has
been incorporated into IRM 10.8.55.3.8.1.

(33) 10.8.40.3.13(1) System and Services Acquisition: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.15.2.
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(34) 10.8.40.3.13(2) System and Services Acquisition: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.15.1.

(35) 10.8.40.3.13(3) System and Services Acquisition: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.4.

(36) 10.8.40.3.14(1) System and Communications Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.55.3.1.11.

(37) 10.8.40.3.14(2) System and Communications Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.26.3.1.4.

(38) 10.8.40.3.14(3) System and Communications Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.26.3.1.4.

(39) 10.8.40.3.14(4) System and Communications Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.55.3.11.1.

(40) 10.8.40.3.14(5) System and Communications Protection: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.55.3.10.9.

(41) 10.8.40.3.14.1 Wireless Local Area Network (WLAN) Infrastructure: The material related to this
section is obsolete as information has been incorporated into IRM 10.8.55.3.10.1.1.

(42) 10.8.40.3.14.1.1 WLAN Access Point: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.55.3.10.1.

(43) 10.8.40.3.14.1.2(1) WLAN IDS Sensor Scanning: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.4.1.

(44) 10.8.40.3.14.1.2(2) WLAN IDS Sensor Scanning: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.4.1.

(45) 10.8.40.3.14.1.2(3) WLAN IDS Sensor Scanning: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.4.1.

(46) 10.8.40.3.14.1.2(4) WLAN IDS Sensor Scanning: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.4.1.

(47) 10.8.40.3.14.1.2(5) WLAN IDS Sensor Scanning: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.1.5.

(48) 10.8.40.3.14.1.3(1) Wireless Application Servers: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.16.1.

(49) 10.8.40.3.14.1.3(2) Wireless Application Servers: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.16.2.

(50) 10.8.40.3.14.1.3(3) Wireless Application Servers: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.17.1.

(51) 10.8.40.3.14.1.4 Wireless Clients: The material related to this section is obsolete as information has
been incorporated into IRM 10.8.55.3.10.1.2.

(52) 10.8.40.3.14.2 Bluetooth: The material related to this section is obsolete. Bluetooth controls have
been relocated to IRM 10.8.26. As a result of the Sunsetting of DoD reference, the source of the
controls requirements have been changed and are based on NIST 800-121 Revision 2
documentation.
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(53) 10.8.40.3.14.2.1 Bluetooth Connectivity: The material related to this section is obsolete. Bluetooth
controls have been relocated to IRM 10.8.26. As a result of the Sunsetting of DoD reference, the
source of the controls requirements have been changed and are based on NIST 800-121 Revision 2
documentation.

(54) 10.8.40.3.14.2.2 Bluetooth Pairing and Authentication: The material related to this section is obsolete.
Bluetooth controls have been relocated to IRM 10.8.26. As a result of the Sunsetting of DoD
reference, the source of the controls requirements have been changed and are based on NIST
800-121 Revision 2 documentation.

(55) 10.8.40.3.14.2.3Bluetooth Legacy Pairing: The material related to this section is obsolete. Bluetooth
controls have been relocated to IRM 10.8.26. As a result of the Sunsetting of DoD reference, the
source of the controls requirements have been changed and are based on NIST 800-121 Revision 2
documentation.

(56) 10.8.40.3.14.2.4 Secure Simple Pairing Security (Security Mode 4): The material related to this
section is obsolete. Bluetooth controls have been relocated to IRM 10.8.26. As a result of the
Sunsetting of DoD reference, the source of the controls requirements have been changed and are
based on NIST 800-121 Revision 2 documentation.

(57) 10.8.40.3.14.2.5 Bluetooth Encryption: The material related to this section is obsolete. Bluetooth
controls have been relocated to IRM 10.8.26. As a result of the Sunsetting of DoD reference, the
source of the controls requirements have been changed and are based on NIST 800-121 Revision 2
documentation.

(58) 10.8.40.3.14.2.6(1) Bluetooth Headsets: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.26.3.16.9.

(59) 10.8.40.3.14.2.6(2) Bluetooth Headsets: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.26.3.16.9.

(60) 10.8.40.3.14.2.6(4) Bluetooth Headsets: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.26.3.16.9.

(61) 10.8.40.3.14.2.6(5) Bluetooth Headsets: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.26.3.16.9.

(62) 10.8.40.3.14.2.6(6) Bluetooth Headsets: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.26.3.16.9.

(63) 10.8.40.3.14.3 Wireless System Components: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26.3.16.10.

(64) 10.8.40.3.14.4 Global Positioning System (GPS) Devices: The material related to this section is
obsolete as information has been incorporated into IRM 10.8.26.3.16.11.

(65) 10.8.40.3.14.5 Radio Frequency Identification (RFIC): The material related to this section is obsolete
as information has been incorporated into IRM 10.8.55.3.10.1.3.

(66) 10.8.40.3.14.6(1) Encryption Standards: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.55.3.10.7.

(67) 10.8.40.3.14.6(4) Encryption Standards: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.55.3.1.11.

(68) 10.8.40.3.14.6(5) Encryption Standards: The material related to this section is obsolete as information
has been incorporated into IRM 10.8.55.3.1.11.
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(69) Exhibit 10.8.40-1(1) Wireless Security Control Exhibit: The material related to this section is obsolete
as information has been incorporated into IRM 10.8.26 Exhibit/Checklist.

(70) Exhibit 10.8.40-2 Glossary and Acronyms: The material related to this section is obsolete as
information has been incorporated into IRM 10.8.26 and IRM 10.8.55.

(71) 10.8.26 Glossary terms:

• Advanced Encryption Standard (AES)
• Bluetooth
• Smartphone
• Split Tunneling
• Tablet
• Wireless Client
• Wipe

(72) 10.8.55 Glossary terms:

• GMK
• PMK
• RSN

(73) Exhibit 10.8.40-3 References: The material related to this section is obsolete.

EFFECT ON OTHER DOCUMENTS

This obsoletes IRM 10.8.40, dated June 23, 2016 and all versions are now obsolete.

AUDIENCE

All Operating Divisions and Functions, and the Treasury Inspector General for Tax Administration (TIGTA).

Chief Information Officer
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