Safeguards Technical Assistance Memorandum

Protecting Federal Tax Information (FTI) In Voice over Internet Protocol (VoIP) Networks 
Introduction
Many state agencies have implemented or are considering Voice over IP (VoIP) networks as a way to leverage existing broadband networks for functions traditionally carried out over analog phone lines, such as call center operations. A VoIP solution offers agencies lower telecommunications costs and operational benefits for network management.  Because of the integration of voice and data in a single network, establishing a secure VoIP and data network is a complex process that requires sound policy, technical controls and proactive risk management.

Information transmitted across the internet is inherently less secure and more vulnerable to compromise of confidentiality than information transmitted across regular phone lines. Previous attacks on phone systems mostly relied on physical proximity to the wired telephone network. With VoIP implementations, attacks can occur from remote locations over the data network. For this reason measures need to be taken to protect the FTI that is provided to customers through a VoIP network. 
VoIP is the transmission of voice over packet-switched networks. VoIP systems include a variety of components such as call processors/call managers, gateways, routers, firewalls, and protocols. Data, in the form of a digitized voice conversation, is enclosed in a packet and transported via a data network to a voice gateway that converts voice calls between the IP network and the public switched telephone network (PSTN). In FTI implementations, this means that telephone conversations between agency personnel and their taxpayer customers where FTI is discussed as part of the conversation is transmitted across the network as a data packet. The guidance provided in this memo is applicable to the components managed by the agency, and do not include components of the PSTN. 
Mandatory Requirements for FTI in a VoIP Environment
To utilize a VoIP network that provides FTI to a customer, the agency must meet the following mandatory requirements: 
1. VoIP traffic that contains FTI should be segmented off from non-VoIP traffic via a virtual Local Area Network (vLAN) or other segmentation method. If complete segmentation is not feasible, the agency must have compensating controls in place and properly applied which restrict access to VoIP traffic which contains FTI.
2. When FTI is in-transit across the network (either Internet or state agency’s network) the VoIP traffic must be encrypted using a NIST-approved method operating in a NIST-approved mode.
3. VoIP network hardware (servers, routers, switches, firewalls) must be physically protected in accordance with the minimum protection standards for physical security outlined in IRS Publication 1075, section 4.0, Secure Storage.
4. Each system within the agency’s network that transmits FTI to an external customer through the VoIP network is hardened in accordance with the requirements of Publication 1075 and is subject to frequent vulnerability testing.
5. VoIP-ready firewalls must be used to filter VoIP traffic on the network.
6. Security testing must be conducted on the VoIP system prior to implementation with FTI and annually thereafter.
7. VoIP phones must be logically protected and agencies must be able to track and audit all FTI-applicable conversations and access.
These requirements are explained in detail in the sections below.

#1 VoIP Network Segmentation
Per the National Institute for Standards and Technology (NIST) Special Publication (SP) 800-58 “Different subnets with separate RFC 1918 address blocks should be used for voice and data traffic, with separate DHCP servers for each, to ease the incorporation of intrusion detection and VOIP firewall protection.” Developing the appropriate network architecture with a VoIP system can be challenging. In order to ease implementation and aide in data protection, VoIP traffic should be implemented on a separate vLAN. If complete segmentation is not feasible, the agency must have compensating controls in place and properly applied which restrict access to VoIP traffic which contains FTI. 
#2 Encryption of VoIP Traffic

Data transmitted across the internet via VoIP is inherently less secure and more vulnerable to compromise of confidentiality than information transmitted across regular phone lines.  While firewalls, boundary devices, and physical measures can enhance the security of data transmitted via VoIP, encryption is the only way to ensure that both the data and the parties exchanging the data are protected, and provides another layer of defense at the protocol level to protect the FTI voice traffic. 

Encryption serves two purposes for VoIP: privacy protection, by encrypting voice data, and message authentication, which protects the origin and integrity of voice packets. 

Per NIST 800-58, in VoIP, security concerns include protecting what is being said and who the person is speaking to. Protection of this information can be accomplished through encryption. NIST recommends encrypting the IP datagram using IPsec operating in tunnel mode. Agencies must ensure that when FTI is in-transit across the network (either Internet or state agency’s network) the VoIP traffic must be encrypted using a NIST-approved method operating in a NIST-approved mode.
#3 Physical Protection of VoIP Hardware Components 

Unless the VoIP network is encrypted, anyone with physical access to the office LAN could potentially connect network monitoring tools and tap into telephone conversations.  Agencies therefore should ensure that adequate physical security is in place to restrict access to VoIP network components which includes servers, routers, switches, and firewalls.  
IRS Publication 1075 requires two barriers to access FTI under normal security, i.e., a locked perimeter and secured interior area. Locked means an area that has a lock with controlled access to the keys or combinations.  Secured interior area refers to internal areas that have been designed to prevent undetected entry by unauthorized persons during duty and non-duty hours. Non agency personnel may not reside in computer rooms and/or areas containing FTI unless the person is authorized to access that FTI. Secured perimeter/secured area must meet the following minimum standards: 

· This area must be enclosed by slab-to-slab walls constructed of approved materials and supplemented by periodic inspection or other approved protection methods, or any lesser type partition supplemented by UL-approved electronic intrusion detection and fire detection systems.

· Unless electronic intrusion detection devices are used, all doors entering the space must be locked and strict key or combination control should be exercised.

· The space must be cleaned during duty hours in the presence of a regularly assigned employee.
· There must be at least two barriers (combination of physical and electronic) between the equipment which handles FTI in the VOIP environment, and those who are not authorized to access FTI.
#4 VoIP System Component Hardening 

Each system component within the agency’s network that transmits FTI to an external customer through the VoIP is hardened in accordance with IRS Publication 1075 policy.  A Publication 1075 policy can be met by utilizing the Safeguards Computer Security Evaluation Matrix (SCSEM) to configure the security settings.  These SCSEMs are available for download from the IRS Safeguards web site (http://www.irs.gov/uac/Safeguards-Program). A VOIP-specific SCSEM is also included in this library, but agencies are encouraged to review all SCSEMs to achieve overall compliance.
#5 Use of VoIP-Ready Firewalls
Firewalls are an essential component of any network architecture. Deployment varies based on the network segmentation employed, but the basic premise that traffic is passed through a firewall rule set and allowed or disallowed, remains the same. In a VoIP network, the firewall should act as a centralized clearinghouse for VoIP traffic, removing the burden of traffic analysis from the rest of the network components. This is especially important in a VoIP network because latency issues can cause call quality and clarity to decrease. 

VoIP traffic uses dynamic Unified Datagram Protocol (UDP) ports to transmit data. Leaving all of these ports open to accepting traffic is not a good security measure, thus stateful firewalls are recommended for VoIP networks. Stateful or packet-filtering firewalls are able to remember previously passed traffic and investigate the application data in each packet, allowing it to identify the difference between an initial connection and an established connection. The use of this type of VoIP-ready firewall reduces the number of UDP ports which need to be open to pass traffic, which reduces the footprint available to adversaries.
#6 Security Testing

Prior to implementing the VoIP network, and annually thereafter, the agency must conduct a thorough security test of the VoIP environment to ensure the FTI is not vulnerable to internal and external threats. The results of the security test should be shared with the IRS Office of Safeguards, as an attachment to the next Safeguards Activity Report (SAR), along with a corrective action plan for addressing vulnerabilities identified.  

Additionally, when FTI is provided to customers through an IVR, the required frequency with which agencies conduct vulnerability scanning of the IVR system architecture is increased to monthly to allow for more proactive vulnerability management of systems that provide FTI to the public via the IVR system. 

#7 VOIP Phones Logical Protection
In addition to the VoIP network components included in Item #3 above, care must be taken to properly protect the physical phone. VoIP phones must be logically protected and agencies must be able to track and audit all FTI-applicable conversations and access. The logical protection mechanism must be employed in such a way that users must individually authenticate to the device in order to use it. One example of logical protection is the use of a login mechanism on the VoIP (or IP) phone. This would require users to log into the phone in order to use it and log out when they are away from the phone. The authentication mechanism employed must meet Publication 1075 requirements. 
Recommended Requirements for FTI in a VoIP Environment
Additionally, the IRS Office of Safeguards recommends the following security requirements be implemented by agencies:

1. Soft-phone systems, i.e. software on user’s computer to implement VoIP, should not be used with VoIP networks that transmit FTI.
2. Consider employing a variety of specific logical controls such as: authentication at each transition point, or at the device level, such as Media Access Control (MAC). 
3. Use static IP addresses for the phones. 
4. Employ an intrusion detection system that can identify and filter packets, allowing only traffic from a legitimate DHCP source.
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